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BHUMAHWE: BULLIVHI!

AD®EPUCT MOXXET ADEPUCT MOXET A®EPUCT MOXET
MO3BOHUTL N0 MPENCTABUTBLCA COOBLLUWNTD, YTO
MoBOY TOBAPA HA BAHKOBCKWM PABOTHUKOM POCTBEHHUK
TOPIrOBOW MJIOLLIALKE N BBIMAHUTD )XEPTBbI MOMAJ B
W NPEOJIOXUTD KOH®UAEHUMANBHbIE BELLY N EMY HY)KHA
CLENKY C [IAHHbIE (bMHAHCOBASA NOMOLLb
MPEOMJIATON
5 ®& 2°
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BT - cnocos MOLWEHHWYECTBA C NOMOLLbHO TENEDOHA, KOT [IA

MOLLIEHHUK MOf PA3/IMYHBLIM MPEQJIOFOM MbITAETCA BbIMAHWTB

MEPCOHANBHYH) WH®MOPMALIMIO DKEPTBbI U8 MOCTEAYHLLENO
XVLLEHUA [EHET C EE BAHKOBCKOI0 CYETA

- HWUKOT A HE COOBLLIAMTE - HALEXXHO SALLVILLAIATE CBOW
HE3HAKOMbIM /10 1AM CBOW [IAHHBIE (1BYX®MAKTOPHASA
[MEPCOHAJIbHBIE [1AHHBIE ABTOPVI3ALIMA.

CMC-OMOBELLLEHWE , N T.01.)

- HE TOPOTWTECh BbllNO/IHATD
10,470 0T BAC [TPOCAT

COBECEHVUKW. MOLLEHHWKW - BC/TYYAE YTEPU WIIN KPAXW
OYEHB N30BPETATE/TbHbI W KAPTbI 3ABJIOKWPYITE EE M0
YBENWTE/IbHbI! TEJIE®OHY WIIN B BAHKE

VMPABIEHME «K» MBI RECMYBIVKNBENARYCH




HE COBEPLLAUTE HUKAKMX OEMCTBUM HA
CMAPT®OHE MO NMPOCbBE NMOCTOPOHHUX
noaen! TEM BOJNEE, HE COOBLUAUTE UM
KOAbl, MAPOJIU, U AP.UHPOPMALMIO

-

HE COXPAHSAMTE B NPUJIOXKEHUSX WU
BPAY3EPAX MAPOJIN, KOAbI, JIOTUHBDI.
NMPECTYNHUK MOXET Y3HATb KOA U3

nPUCNAHHOro SMS-cooBLLUEHUS

N

22°
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NPECTYNMHUK NO TEAEGOHY
NPOCUT BAC YCTAHOBUTD
NMPOrPAMMY HA TEAEGOH \,
ANl AMCTAHLIMOHHOTO
AOCTYNA U COOBLLUUTD

EMY NAPOADb U KOA

-~
L, o

YNPABAEHMUE «K» MBA BEANAPYCH



BEE30MACHbIN WI-FI

PekoMeHOvyeTcs:
‘ OTKNIOYUTL 06Lwmin gocTtyn K cBoen Touyke Wi-Fi, naxe
ecnm y Bac 6e31IMMUTHLIN UHTEpPHET;

MCNoJb30BaTh HadeXHbIN Naponb Ans aocryna K
cBoeun Touke Wi-Fi;

BbIKNIIQYUTL aBTOMaTUYeCKoe NoaKloYeHne CBOUX
YCTPOMUCTB K Toykam Wi-Fi.
et iUrivuviiv iU UUuivnig i
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 BAXHO MOHMMATb,
4TO MHOTYIE YSIBUMOCTH B 3aLLATE BOSHUKAIOT M3-3a
ycTapeswero MO, ' Mo3TOMY “ 6513aTeNbHO
YCTaHOBUTE BCe MocnefHWe Oo6GHOBNeHUs Aans
CBOero Hoytéyka unu tenedoHa. il
v 00111101

AN

He pekoMeHOveTCcs:

A0BepSATb OTKPbITbIM ToYKaM Wi-Fi: UMEHHO Takue ceTu
MCNONb3YIOT 3/I0YMbILWNEHHUKU ANS BOPOBCTBA NINYHbIX
AaHHbIX NONb30OBaTeNew;

BBOAWUTb CBOM JIOTUH U NAPO/b AOCTYNA K YYETHOM
3anucu unu cucteme 6aHKOBCKOro obcnyXxusaHus npu
nogkno4veHun K becnnatHoiM Toukam Wi-Fi.

FNABHOE UNPABNEHLE N0 NPOTUBOREUCTBUD KUBEPNPECTUNHOCTU KM MBA BENARPYCU



Be3onacHeiy UHMepHem
ona demeu
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He coobwall He3HaKoMuam
€8Ol No2UH U NAposnk

He omipbIBaU:(atns! u3
HENpOBEPEHHbIX{UCMOYHUKOB,

He 3axodu 'Ha caumbl;
owuma, KoOMRblomepajcyumaem

WWn0d03pUmeEHEIMY, ,
| = ' i —l ' | ,ﬁ ‘
3A0YA3;ILIJA6§HH&IO;~MOI'}3'TY3HGTI: 41O-TO IJLIU:JUJJJH .' - . -
HY>KHO€ UM O TBOEU XXN3HU i -
NoMNbLIDBUMELLA
[] 5 Hescmexaics c oasw, UHMEPHEMOM
‘] KoTOPbIMM 3HOKOM TOABKO - : '
TAABHbIE - NPUBLUALHO!
A MACKOW OHAQMH-COBEeCceAHMKa .. 5 .

nPABMM MOXET CKPbIBATbCA 3AOYMbILLUASHHUK -

LINOPOBOU -
TNrVEHB! B AR oo o
‘ "' aapec 1 TeAecboH

3AOYMBILLAEHHMK MOXET BCTPETUTb
1€65 C HeAOOPbIMU HOMEPEHUIMMU

HE OMIPQBASH AVHbI® AGHHBE

AAf YHOCTHA B KOHKYPCQX
HQ MOAOM3BECTHBIX CAMTOX

MHdbopmaLMen MOryT 3aBAGAETH U
BOCMOAb30BATLCA HEAOBPOXEAQTEAU

e

=\ ORI BB AHENOCBYALHOE MOBSAEHWE
BUHIEIEEIEIMOXET MOVHECTM OOABLLION BPEA.

He Aadln cebs1 oOmaHyTb! 3
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KPYrnocyTOUYHbIN
I eANHbIN \
MHHWCTEPCTBO BHVTPEHHHX AEN Homep < 102

PECNYBINWUKWN BENAPYCb 4




OULIWHIT: KAK SALLIUTUTD
CBOW BAHKOBCKWW CYET

HUKOI A HE MNMEPEXOOWTE MO HESHAKOMbIM CCbIJIKAM,
NMPUCJIAHHbIM BAM B MECCEHO>KEPAX, N0 3J1.NOYTE, B SMS-COOBLLEHUA

[pu3Hakn ABHOro
MOLLIEHHNYeCTBa

MoTeHwuanbHbiii MoKynarenb Baluero
TOBapa NPEANaraet nepeiitii 8 MecceHzpkep,
0TKa3blBaACb 06LLATLCA HENOCPEACTBEHHO
Ha TOProBOiA MNOLLIzKe.

HanGonee kpynHble AnOLIAAKH 474 3aLLMHTI (BOMX
M0Mb30BaTeNeii OrpaHHYMBAIOT YHKLMI OTNPaBKH CCHINOK

Heu3BecTHbIi B MeCceHkepe
NPHUCbINAET CChINKY s
nepexofa Ha MHTEpHeT-caiT
NoA NPeANOroM KOHTPONA KapT-cyeTa,
npocmoTpa 6anaHca unu npoBepkM
COCTOAHMA ONAATL!.

Hestakome NpenaraeT nepefiatb emy
NoNHbie JaHHble BaLLeii 6aHKOBCKOI
KapTbl, BKMko4as CVV-kog 6o noruH

1 MapOAb OT BALLIETO UHTEPHET-OAHKIHT.

NoaoPOBHOCTH - MO

[NABHOE YTPAB/TEHWE 0 NPOTUBOLENCTBYO KUBEPTIPECTYIMHOCTIA KM MBL PECMYB/IMKM BESTAPYCh




npaswn
MHbopMaLMUOHHOM
6e30MnacHoCTU

no NpoTUBOLENCTBUIO
KubepnpecTynHocTu
KM MB[] Benapycu

rnaBHoe yripaeneHue I

KAY HE CTATb XXcrinlwi

MPECTYITHUKA

HAOEXHbIE MNMAPOJIN

01

HEOBXOOUMO:

+ Co3pgaBaTb NepCcoHasnbHble (YHUKabHbIE)
naposiv K pasHbIM CEpBMCaM

+ Micnonb3oBaTtb CNOXHbIe Naponun: MuHUMyM 10
CMMBO/OB, OAHOBPEMEHHO UNPbI, CTPOYHbIE
M MPOMUCHbIE CUMBO/bI, 3HAKU MYHKTyaLMUn 1
Apyrue CUMBObI

+ [oBepATb TO/IbKO NMPOBEPEHHLIM
MeHeXepam naponen

BE3OMACHbIN WI-FI

HE PEKOMEHAOYETCSH:

Mcnonb3oBaTtb NMnOoBTOpPEHNA CMMBO/10B

¥ XpaHWTb Naposim Ha GyMaXKHbIX HOCUTENSX

X Wcnonb3oBaTtb B KayecTBe napons cBOW NIOrnH

(MM8a Nnonb3oBaTens, y4eTHas 3anncb, HUKHENM)

CoxpaHATb Naposib aBToOMaTU4yeckun
B Opay3epe

Mcnonb3oBaTb Bnorpamyeckyto
nHhopmauumio B napone

Q2

+ OtkntounTb 06WKMiA goctyn Kk ceoen Wi-Fi
TOUKe, faxe ecnimy Bac 6e3NUMUTHbIN
NHTepHeT

+ icnonb3oBaTb HafeXHbI (CM. Bbllle) nNaposb
ana pocrtyna K Bawen Wi-Fi Touke

+ [deakTnBmpoBaTb aBTOMatMyeckoe
NOAK/IOYEHNE CBOUX YCTPOMCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI U CAUTDI

+ Mlcnonb3oBatb cneymanbHoOe NporpaMmmHoe
obecneyeHuve (aHTUBMPYC, paclumpeHne ansa
6pay3epa), 4ToObl n36exaTb noceLleHna
COMHUTE/IbHbIX CalTOB

BBoauTb CBOI NTOrMH 1 Naponb AocTyna K
YUYETHOM 3anucu (CTpaHuue) nam cucteme
6aHKOBCKOIro 06Cy>XMBaHUSA Mpwu
NOAKOYEHUM K BeCniaTHbIM (OTKPbITbIM)
Toukam Wi-Fi B kathe, TpaHcnopTe, TOProBbIxX
LeHTpax u T.4.
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X [NepexoanTb N0 HENPOBEPEHHbIM CCbINIKaM

¥ BBoguTb MHOpPMaLMIO Ha calTax, ecnu

coefuHeHune He 3awmLLeHo (HeT https n a)



npaswn
MHbopMaLMUOHHOM
6e3onacHocTH

BE3OMACHOCTb 3JIEKTPOHHOW NOYTbl

HEOBXOAUMO:

MoakniounTb ABYX(aKTOPHYIO
ayTeHTUmKaumio

Mcnonb3oBatb MUHMMYM 2 TUNa e-mail
afpeCcoB: 3aKpPbITbIV (TO/IBKO ANSA NMPUBA3KN
YCTPOWUCTB U CPEeACTB UX 3aLMUTbl) U
OTKPbITbIA (419 NepennuckKn, NoANUCOK 1 T.4.)

Ncnonb3oBatb CIMTAM-hunibTpbl

X

rnaBHoe ynpasneHue
no NpoTUBOLENCTBUIO
KubepnpecTynHocTu
KM MB[l Benapycu

HE PEKOMEHAYETCSH:

PeaFMpOBaTb Ha NnCbMa OT HEU3BECTHOIo
oTnpaBuUTend: CKopee BCero at1o cnam uin
MOLUWEeHHUKAU

OTKpbIBaTb NOAO3PUTENBHOE BIOXEHNE
K MMCbMY: CHayasia No3BOHUTE OTNPaBUTESIO
W y3HaWnTe, 4To 3TO 3a hann

NCNONb30OBAHUE NMPUNOXXEHUIN, COLLCETEN U MECCEHO)XEPOB K@

YcTaHaBnmBaTtb NPUIOXEHNSA TONbKO
n3 PlayMarket, AppStore nnmn ns
NPOBEPEHHbIX UCTOYHNKOB

O6pawaTtb BHUMaHNE, K KakuM hyHKUUSAM
ragxeTa npuioXeHne 3anpalivBaeT 4OCTyn

O6MeHnBaTLCA COOBLLEHNAMM B COLICETAX U
MecCCeHaXepax, TO/IbKO MNMO/THOCTbIO
yooctosepuBlWNCb B TIMYHOCTU
cobecegHuka, He pearnpy4d Ha
COMHUTE/TIbHbIE ﬂpOCbébI M npeanoxeHud

3ALLUNTA OAHHbIX BAHKOBCKOW KAPTOYKU

+ XpaHuTb B TaliHe NUH-KOA KapThbl

anKpblBaTb NagoOHbIO KNaBunaTtypy npu
BBOAE NMNH-KOAa

Ochopmntb OTAENBHYIO KapTy A4
OHNanH-MOKYMNOK N He AepXaTb Ha HeMn
6o/bLlUINe CyMMbI

Mcnonb3oBaTtk ycnyry «3-D Secure»
1N NMMMUTBI HA MaKCUMasibHble CyMMbl
OH/anH-onepaunii

CkpbiTb CVV-Koa Ha KapTe (Tpex3HayHbIi
HOMep Ha 06paTHOM CTOPOHE),
npeaBapuTesibHO COXpaHUB ero

X

X

X

X

Pa3mellaTtb NepCcoHanbHY U KOHTAKTHYHO
nHhopmaumio o cebe B OTKPbLITOM JOCTyne

Mcnonb3oBaTb yKasaHne reonokaumm
Ha hOoTO B Nocrax

OTtBevaTb Ha 06UAHbIE BblpaXXeHUs
N arpeccuio B coLceTsax — nyylle Hanuwure
00 3TOM aAMUHUCTPATOPY pecypca

Ynotpebnsartb HEHOPMAaTUBHYIO IEKCUKY
npu obLeHnn

YctaHaBnmBaTb NMPUNOXeHNA C HU3KUM
PENTUHIOM U OTpULaTEIbHbIMU OT3bIBaMM

06

XpaHWTb NUH-KOA BMECTE C KAPTOUKOA /
Ha KapTouke

Coobuwatb CVV-kog nnm otnpaBnatb
ero ¢oto

PacnpocTtpaHATb CBOW MacnopTHble AaHHble
(MHbOpMaLMIO TNYHOIO XapakTepa, HoMep
MOOUNbHOro TeniecoHa), NOrmH W naposb
pocTtyna K cucteme «MHTepHeT-6aHKUHM

CoobuwaTtb gaHHble, No/y4YeHHble B BUAe
SMS-coo6LeHnit, ceaHCOBbIE NApPONK, Koa
aBTopu3auuun, naponb 3-D Secure n 1.4.



UHDOPMAUNIG,

He coobuau HEIHaKOMUGM
cB0U MO2UH U NAaposk

He omupeisay gaunel U3
HENPOBEPEHHLIX UCMOYHUKOB

He 3aX00u Ha caumsl, KOmopble

squjuma KomMnbsromepa cyumaem
nodospumenkbHbIMU

He Aalh cebs1 oBbMaHyTb! )

7 e HAYY4Cb NOAb3OBATLCA UHTEPHETOM NPABUABHO

KPYrnoCcyTO4YHbLIN
MUHHCTEPCTBO BHYTPEHHMK AEN eaANHbIU
PECNYBNWKN BENAPYCb Homep <« 102>
¥




He qaaﬁmaﬁ HE3HaKoOMUAM
cBOL NoZuUH U napons

NMPABU

NOPOBOU o i & |
UIr'MEHBI He omKpeiBaU gaunkl U3

HEnpPoBEPEHHbIXN UCMOYHUKOB

He*3axodu Ha calmsl, KOmopble
sauwuma KOMnelomepa cyumaem
nodospumensHeIMU
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A

e30RAacHbIU

MPABUAA |
NOPOBOU
UrMEHbDBI

3AOYMBILLAGHHUKM MOTYT Y3HQTb

YTO-TO HYXKHOE O TBOEM XU3HMU 30 MaCKOM OHAQMH-COBEeCeAHMKa

MOXeT CKPbIBATLCA
3AOYMbILUAEHHUK

i i

3AOYMBILLAEHHUK MOXET BCTPETUTL MHdbopMaument MOryT 3aBACAETH
1e08 C HeAOOPbIMU HOMEPEHUIMHU M BOCMOAL30BATLCA
HeAOOpOXeAaTeAr
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BCeraa BOXXHO MOMHMTb; HEMPABUABHOE MOBEAEHUE
B MHTEPHETE MOXET: IPUHECTH DOABLLION BREA.

KPYrnocyTOYHbIN

MHHHCTEPCTBO BHVTPEHHHK JEN eaUHbIN ~
PECNYBNUKYM BENAPYCh Homep <« 102

o




