B mHacrosimee BpemMss HMHTEpHET H  KOMIIBIOTEPHBIE TEXHOJOTHUU
CTPEMHTEILHO MTPOHHUKAIOT BO BCE C(ephl )KU3HEACATEIHPHOCTH deioBeka. C oTHOM
CTOPOHBI, 3TO OTKPBIBACT MEpe]l OCIOPYCCKUMHU TpaKJaHAMHW W OOIIECTBOM P
MIEPCTICKTUB, C APYTOi — BJCUET MOSBJICHUE HOBBIX PHCKOB M yrpo3. Tak, OypHOe
pPa3BUTHE TEICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, CTPEMHUTEIBHBIA POCT YHCIIA
AMEKTPOHHBIX ~ YCTPOWCTB H  YCIYT, MPEIOCTABISIEMBIX  HACEICHUIO C
WCIIOJIb30BAaHUEM HMH(POPMAIMOHHBIX TEXHOJIOTHH, TPHUBEIO K YBEIUYCHHUIO
KOJIMYECTBa KHOEPIPECTyTUICHHA. B MaTepuaie moapoOHO pacCKaXeM O TOM, YTO
TaKoe KHOEPIPECTyMHOCTh, OT KaKMX YIPO3 M KaK HYKHO 3allUIIaThCs, YTOOBI
o0ecrneunTh CBOIO 0€30MaCHOCTH B UHTEPHETE.

Yto Takoe kuOepnpectynHoctb? YTo OTHOCHMTCHA K
KOMIILIOTEPHBIM NpPeCcTyIUIeHNsIM ?

B Hacrosiee BpeMst Ipy XapaKTEPUCTUKE KOMITBIOTEPHBIX MPECTYTUICHUH
UCTIONB3YETCSI pan TIOHSITHIA: UHPOPMAITMOHHOE IpeCTyTUICHUE,
KHOepIpecTyIJIeHue, MpecTyIyieHue B cdepe KOMIBIOTEpHON uH)OopmaIiuy,
IpecTyIuieHne B c(epe BBICOKUX TEXHOJOTUH, BUPTyaJbHOE IMPECTYIUICHUE.
CornmacHo JeWcTByIOUIeMYy 3akoHonaTenbcTBY PecmyOmuku — bemapyce B
COJIEpKaHUE TMOHATHUS «KOMITBIOTEPHAS MPECTYIMHOCTH» BKIIIOYAIOT:

® TMIPECTYIUICHUS MPOTUB HH(POpMAIMOHHOW Oe3omacHOCTH (MOAM(UKAIIHSI
KOMITBIOTEPHOW  WH(OpPMANWK,  HECAaHKIIMOHWPOBAHHBIA  JOCTYIm K
KOMITBIOTEpHONH HMH(OpPMAlLIMU, KOMIMBIOTEPHBIM caboTax, HEIMpaBOMEPHOE
3aBJIaJICHUE KOMIBIOTEpHON uH(MOpMalmei, pa3paboTka, HCIOIb30BAHHE
aMb0 PACIpPOCTPAHEHHE BPEIOHOCHBIX MPOTPaMM, HAPYIIEHHWE TPABUII
AKCIUTyaTaIlii KOMIIBIOTEPHON CUCTEMBI WU CETH U JIP.);

® XUIICHUS MMyTEeM HUCIIOIh30BaHUS CPEJCTB KOMITBIOTEPHON TEXHUKU;

® U3TOTOBJICHHE W PACIPOCTPAHCHHE MOPHOTPAPUIECKUX MaTepUajoB WU
IPEeIMETOB MOPHOTPadUIECKOTO XapaKTepa, B TOM YUCIE C U300paKeHUEM
HECOBEPIICHHOJIETHETO;

® UHBIC TIPECTYIUICHUS TaK WIM WHA4Ye CBS3aHHBIC C HWCIOJIb30BAHHEM
KOMITBIOTEPHOW  TEXHUKHU: JOBEJIIEHHE JI0 CcaMOoyOuiicTBa  IyTeM
CHUCTEMATHYCCKOTO YHUKCHUS JUYIHOTO JOCTOMHCTBA qepes
pacnpocTpaHeHue Kakux-inu0o cBeneHuil B cetu MuTepHeTr, pasriamieHue
BpaueOHOM TaliHbI, HE3aKOHHOE coOupaHue JuOO0 pacIpoCTpaHEHUE
uH(pOpPMallMK O YaCTHOM KHU3HU, KJIEBETa, OCKOPOJICHHE, pacpOCTpaHEHNE
JOXHOW MHPOPMAIIMU O TOBapax M yCIyrax, 3aB€JOMO JIO)KHOE COOOIICHHE
00 OMAaCHOCTH, IIMHOHAX, YMBIIJICHHOE JHOO0 1O HEOCTOPOKHOCTH



pas3riialieHue TrOoCyJapCTBEHHOW TalHbl, YMBIIUIEHHOE pa3JiallleHue
CITy>K€OHOU TalHbI U JIp.

Takum 00pa3oM, K KOMIBIOTEPHBIM MPECTYIUIEHUAM OTHOCSTCS
IIPAaBOHAPYLIEHUS, IIPU COBEPLIEHUH KOTOPBIX CPEICTBA KOMIIBIOTEPHON TEXHHUKHU
BBICTYMAIOT KaK OpYJWsS COBEpIICHUS TMPECTyIUIeHHs 00 Kak mpeaMer
IIPECTYITHOT'O MOCATATEIbCTBA.

Mas cnpaBku: B 2020 romy B PecnyOmuke bemapyce Bcero ObLIO
3aperucTpupoBaHo 95 ThIC. mNOpecTyIrUsieHud, u3 HuUX Oosee 25 ThIC. —
KOMITbIOTEPHBIE TTpecTyIIeHus (92 % OT KOTOPBIX COCTABIISIN XUIIeHHs ). B To xe
BpeMs eme B 2014 rogy MX YHCIEHHOCTh COCTaBisIa Bcero 2,3 ThIC., T. €.
HaO0JII0aeTCsl pOCT MOJOOHBIX MpecTyIuIeHui O6oee yeM B 10 pas.

KaxoBa neib kKubéepnpecTynHUuKOB?

Kak mnpaBuno, kubepnpecTymHUKH BBIIAIOT ce0s 3a JroAed u3
JIEUCTBYIOIUX HAa 3aKOHHBIX OCHOBAHMSAX OpPraHM3aIlMil M YUYPEKIEHUH, YTOOBI
0OMaHOM BBIHYJIUTh TPaXJaH PACKPHITh JUYHYI0 WH(POPMAIMIO W MPEAOCTABHUTH
MPECTyMHUKAM JIEHbI'Y, TOBAPHI U/UJIN YCIIYTH.

MutiieHpi0 KHOEPIPECTYITHUKOB CTAaHOBSITCS UHPOPMAIIMOHHBIE PECYPCHI,
npUHAAIeKANME OaHKOBCKOMY  CEKTOPY, TOCYJapCTBEHHBIM OpraHaM |
KOMMEpPYECKAM OpraHu3aisaM, a Takke KOHUIeHIMaapHas uHOopmaIwus,
[IEPCOHAJIbHBIE JAHHBIEC, UMYLIECTBO U JICHEKHBIE CPEJICTBA IPAXK/IaH.

Kakue Buabl kuOepnpecTyluieHMid BbIIEJAKT B OTHOLIEHUH
rpasxkaan?

Haubonee pacnpocTpaHEHHBIM BUIOM MPOSBIECHUS KUOEPIPECTYMHOCTU
ABIIAETCSl XUIIEHHE JEHEXHBIX CpPEJCTB C KapT-cueToB rpaxiaaH. lIpuuem B
OOJIBIIMHCTBE CIY4YaeB 3TH MPECTYIUICHHS] CTAHOBSITCS BO3MOXKHBI B pE3yJIbTaTe
OecrieyHbIX JEHCTBUI MOTEPIEBIIUX, NPEJOCTABUBIINX PEKBU3UTHI JOCTyIA K
CBOMM OAHKOBCKHUM CYETAM.

Jas copaBku: 3a mnepBbie Mecsanbl 2021 roma 3aduxcupoBaH poct
KOJIMYECTBA XMIICHUH ¢ 0AHKOBCKUX KapTodeK OeaopycoB Oonee yem Ha 270 % 1o
CpaBHEHHIO ¢ ATUM ke nepuoaom 2020 roxa.

[IpectynHuKYM  3aBlIajeBalOT  PEKBU3UTAMU, HEOOXOJAMMBIMHU  JUIS
OCYIIIECTBIICHUS MTPECTYITHBIX TPAH3aKIUi, TOCPEJACTBOM CIEAYIOITUX CIIOCOOOB.

1. ®ummur (ot anra. fishing — 'peibHas noBis'). B  kadecTBe
CBOCOOpa3HOW yJOYKH TIPECTYITHUKH HCIOJB3YIOT CIEIHAIBHO



CO3JaHHbI HMHTEpHET-CaT ¢ (QOpMONl BBOJAa HAa HEM PEKBU3UTOB
JocTyna K OaHKOBCKOMY CHYETy, a B KAaueCTBE HAXMBKU — HEKH
COOOIIEHHBIA MOTEPHEBLIEMY MPEMJIOT AJis MEepexo/ia Ha 3TOT CAUT U
3aI0JIHEHUS IJIaTEKHBIX PEKBU3UTOB.

K npumepy, npectynHuk orciexuBaet Ha caiite kufar.by cBexue o0bsiBIeHus 0
npojaxe yero-nmu6o. [IpocMorpeB abOHEHTCKUI HOMEp aBTOpa OObSIBICHUS,
HAXOJUT €ro B oMHOM U3 MeccermkepoB (Viber, Telegram, WhatsApp) u Bctymaer
B MIEPEMUCKY, SKOOBI Kejlasi KyUTh BRICTABICHHBIA HA TIPOJAXKY MPEAMET. 3aTeM
MEPECHIIACT B MECCEHKEPE CChUIKY Ha MOICIBHYIO CTPAHUITY MPEOTUIATHI, TC
MPOJIABITY HY>KHO BBECTH PEKBU3UTHI CBOCH KapTHI JJISI TOTO, YTOOBI ITOTYYUTh
JEeHBI'M OT ToKynaTess. [Ipu mepexoze mo runepcchuIke HEBHUMATEITbHBIN
WHTEPHET-TI0IH30BaTEIh MOKET U HE 3aMETHTh ITOJIMEHBI, TaK KaK IMOJ00HbIE
CTPaHMUIIBI BU3YAJILHO CXO0XH C O(pOpMIICHHEM CAaliTOB M3BECTHBIX CEPBHUCOB
(Kydap, EPUII, CDEK, benmnoura, caliThl pa3nTuyHbIX OaHKOB U Ap.). Anpec
MOJIJICTIFHOM BEO-CTPAHUIIBI TAKKE MOYKET HATOMUHATh peanbubii (kufar-
dostavka.by, erip-online.com, belarusbank24.xyz, cdek-zakaz.info u np.). Ecin
YKEPTBA TOMAIETCS HA yA0YKY M 3aMOJIHAT (DOPMY, COOTBETCTBYIOIINE PEKBU3HUTHI
JOCTyTa K 0aHKOBCKOMY CUETYy OKa3bIBAIOTCS Yy IIPEeCTyIHUKA. Uepe3 cunTaHHbIe
MUHYTBI 3JI0yMBIIICHHUK OCYIIECTBIISET JOCTYI K OAHKOBCKOMY CUETY U
MIEPEBOJIUT JICHEKHBIE CPEACTBA HA KOHTPOIUPYEMbIE UM OAaHKOBCKUE CUETa WU
AJIEKTPOHHBIE KOMIEIBKH, 3aPETUCTPUPOBAHHBIC HA TTOICTABHBIX JIHIL.

Jliis cipaBkM: HanOoJiee YacTo AJisl COBEPILICHUS TAKOTO BUA
kubepnpectymieHuit B benapycu B 2020 roy ucnoib3oBajiach HHTEPHET-
momanka «Kufary. Tak, B 2018 rogy nmocpeacTBoM Hee ObLIIO COBEPILICHO

51 mpecrymenue, B 2019 rony — 126, B nepoM noxyroauu 2020 roga — 102, Bo
BTOpoMm nosiyroauu 2020 roga — 3 778.

['unepcchulkn Ha (PUIIMHTOBBIE CANTBI MOTYT MEPEChUIAThCS HE TOJBKO B
X0JIe TIEPENUCKA B MECCEH/KepaxX, HO M MPpU OOIIEHWU B COIMATBHBIX CETSIX, a
TaK)KE€ pa3MeNarhCs Ha JPYTruX CcanTax, SKOOBI YTO-TO MPOJAOIINX WA
MOKYITArOIIUX.

B mocnegnee Bpemsi y4acTHIIMCH CIy4aW CO3/JaHMs (DUITUHTOBBIX CANTOB,
OPUEHTUPOBAHHBIX IIOJ 3alpOoChl IOJIb30BATENIEd B IIOMCKOBBIX CHCTEMAXx.
['paxxgane nomanaroT Ha HUX HpsMo U3 Google u SHaekca mocie 3anpocoB TUNa
«benapycbank nuuHbIA KaOUHET», «benarponpoMOaHK UHTEPHET-0AHKUHT» U T. 1.
VYBHIeB 3HAKOMBIN 3aTr0J0BOK U JIOTOTHI CaiiTa B BblJIaye Pe3yJIbTaTOB MOKCKA, HO



HE YJIOCTOBEPHUBIINCH B COOTBETCTBHUM aJpeca calTra JIEUCTBUTEIBHOMY
JOMEHHOMY HMEHHM OaHKOBCKOTO VUPEXKIEHUS, NOTEpIEBIINNA 3amoJHSAET
OTKpBIBIIYIOCA (DOpMY aBTOpPHU3ALIMH, JaHHbIE KOTOPO OTHPABIISIIOTCS HE OaHKY, a
IIPECTYIIHHKY.

JIIs cipaBKM: 4acTo MPH MOJMEHE OPUTHHAIBHBIX CANTOB (PUITUHTOBBIMHU
B MMEHaX JIaHHBIX PECYpPCOB YKa3aHbl HAMMEHOBAHHMS, CO3BYYHBIC C HAa3BaAaHHSIMHU
OaHKOBCKMX  YYpeXJCHHH ©  cepBUCOB: belarusbank-erip.online, ibank-
belapb24.com, epey.by, e-rip.cc, erip.cc u wunbie. [Ipoiins mo TakoMy Qabi-
anapecy ® BBEAd KOHQUACHIMAIbHBIC CBEICHUS, YEJIOBEK OTIPABHT WX
MOIIICHHHKY.

2. lomoms apyry. [auubii cmoco® mnpecTymieHuid ObUT Hambomee
pacrnpoctpaneH B 2017-2019 romax, HO He TOTEpsul CBOEHU
aKTyaJIbHOCTH OH M cerojHs. CHadalla MpecTymHUKH IyTeM 1oa00pa
napoJsi Wiu (UILKMHTA OCYIECTBISIOT HECAHKIIMOHUPOBAHHBIN JIOCTYT
(B37I0M) K CTpaHHMIIaM COLIMaNbHBIX ceTed (B ocHOBHOM BKoHTakte).
[Tocne aTOr0 MHBIM MOJBL30BATEINAM, TOOABICHHBIM B pasnen «py3bsa»
B3JIOMAHHOW CTpaHUIIBI, PACCHUIAIOTCS COOOIIEHUS C TPOCHOOI
IpeAoCTaBUTh (OTOrpadui0 WX JaHHbIE OAHKOBCKOM ILIATSKHOM
KapThl MO PAa3IUYHBIMUA TPEAJIOTaMH, HANpUMEpP, 4YTOOBI CPOYHO
cAenarth KakoW-TO O€3HAJIMYHBIM IJaTeX, TaK KaKk KapToyka
oOpatuBlIerocs skoObl 3a0iiokupoBaHa. Takxe 3J0YMBIIUICHHUK,
CKPBIBAIOIIUNACA TIOJI UMEHEM JIpyTa, MOXET MPOCUTH MEPEBECTU EMY
HAa KapTy OMPEICICHHYI0 CYMMYy JIGHET B CBSI3M C BHE3AIMHBIM
MOTMAIaHUEM B CIIOXKHYIO JKU3HCHHYIO CHUTyanuroo. JloBepuHBBIiA
MOJIb30BaTENb, TOJIATasi, YTO OOIIAETCS C HACTOSANIUM BJIAJCIbIIEM
CTpPAaHWIIBI, TIEPEBOAWT JCHBIH JIMOO COOOMIACT TPECTYIMHUKY
PEKBU3UTHI CBOEM OAHKOBCKOM KapThl (a 4acTO U KOJ 0€30MacHOCTH,
BBICBUTaeMbIil B SMS-coo01meHnn 0aHKOBCKUM YUPEKIACHUEM), TTOCTIE
Yero C ero KapT-cueTa MOXUINAIOTCS JICHEKHBIE CPEJICTBA.

Jlisi cmpaBKM: €IIe OJHUM BHIOM MOIIEHHUYECTBA B COIMATBHBIX CETSX,
CBSI3AHHBIM C TOMOINBIO JIPYTUM JIFOJSM, SIBIISIETCS ACSITEIBHOCTh (DaNbIIMBBIX
0J1arOTBOPUTENHHBIX (POHIOB, KOTOPHIE OCYIIECTBIISIIOT COOp JIEHET Ha JieueHue. B
TaKUX CIIy4Yasx MOIIEHHUKH CO3/Ial0T TPYIITY U PAaCIPOCTPAHIIOT HHGOPMAIIHIO O
TOM, YTO SIKOOBI HYXKHBI CpPEJCTBA JJIsl JICYCHUS TSDKETOOOIBHOTO 4YelIOBEeKa
(ocobeHHo yacto pebenka). UToObl HE TMOMAcThCs Ha YAOUKY MOIIIEHHUKOB,
HEOO0XOIMMO BCET/Ia 3aMpaliuBaTh JOKYMEHTHI U JOTIOJIHUTEIHHBIC CBEICHUS.



3. BummmHr (ot anrn. voice fishing — 'romocoBoit QumuHT' WM
'TonocoBasg pblOHas JoBiAsA'). JlaHHBIA cHOCOO  BbIpakaeTcsl B
OCYIIECTBJIEHUHU 3BOHKA HA a0OHEHTCKHUI HOMEP MOTEPIIEBILErO UM B
€ro aKKayHT B MecCeHkepe (B OCHOBHOM 3T0 Viber uiu Telegram). B
XOJIE€ TOJIOCOBOTO OOIIEHUS MPECTYIHUK MPEICTaBIsIeTCs PaOOTHUKOM
OaHka wiauM  npaBooxpaHutenbHoro  oprana (MBJI, KI'b,
CnencTBEHHOTO KOMHUTETa) M MOJ  BBIMBILUIEHHBIM —IPEJIOTOM
(mpeceyeHue MOAO3PUTEIBHON TpaH3aKLUMU, TMOBBIIICHHE YPOBHS
0€30MacHOCTH TOJIb30BAaHUSL KapTOMl, MepenpoBepka MNacHOPTHBIX
JTAHHBIX BjajeNblla OaHKOBCKOIO cyYeTa © T. [.) BBIICHAET Yy
NOTEpIIEBIIET0 CBEJACHUS O HaIWYUU OAHKOBCKUX IUIATEKHBIX
KapTouek, cpokax ux aeiictBusi, CVV-kogax (Tpex3HauyHBIM KOJ Ha
0o0OpaTHOM CTOpOHE KapThl), MACIOPTHBIX AaHHBIX, SMS-komax c
LHEeNbI0  XMIIEHHUS  JIGHEXKHBIX cpeactB. B psane  cioyuaes
3JI0YMBILUICHHUKAM HM3BECTHBl HEKOTOpbIE PEKBU3UTHI OAHKOBCKUX
IUTATEKHBIX KApTOYEK, a TaKXKEe AaHKETHbIC JaHHbIC JIMI, Ha WM
KOTOPBIX OHH BBINMYIIEHBI. B OOJNBIIMHCTBE Cily4aeB NPU COBEPIICHUU
3BOHKOB IIPECTYITHUKHN UCIONB3YIOT [P-Tenedonuto.

Juas cnpaBku: ynpomleHHO [P-tenmedonuss — cucrema TtenedoHHON CBS3U
IOCPEICTBOM ceTH VMHTEpHeT, mpeaocTaBisAomas BO3MOKHOCTh OCYIIECTBICHUS
3BOHKOB M T'OJIOCOBOTO OOIIEHUS U3 CIEUUAIbHBIX MPUIOKEHUH ¢ abOHEHTaMu
MOOWJIBHBIX M CTAllMOHAPHBIX TeleOoHHBIX ceTed. [Ipu TakoM BxojsIieM 3BOHKE
YKEpPTBa BUJIUT HA SKpaHe MOOWIBHOrO TeiepoHa JTubO MOAMEHHBIN HOMEp, 00
KOPOTKHM HOMep OaHKa: COBPEMEHHBIE MPOTOKOJbI MOOWJIBLHOW TenedOoHUU U
pa3nuYHble KOMIIBIOTEPHBIE MPOrpaMMbl MO3BOJISIIOT OCYUIECTBIATh MOJ0OHBIE
TenedoHHble 3BOHKM. CBOM YCIHyrd B 3TOM IMpEAJIaraloT pas3jinyHble TJIaTHBIC
CEPBUCHI U CAUTHI.

Jist Toro 4ToOBl JOCTOBEPHO YCTAHOBUTH, SIBISIETCS JIM HOMEp, C KOTOPOTO
MOCTYNUJI  3BOHOK, Aa0OHEHTCKMM  HOMEpPOM  TeIe(QOHHOW  CEeTH  WJHU
uneHTudukaropom IP-tenedonnn, HeoOXOAMMO HAMPABUTH 3aMpPOC (3aMPOCHl) B
COOTBETCTBYIOIINE  TEIEKOMMYHHUKAIIMOHHBIE  OpraHu3anuu  PecryOmmku
benapycs.

[TocnenctBusi WCMONB30BAHUS 3JOYMBINIIICHHUKAMH TTOJO0HOTO — criocoda
MOIIIEHHUYECTBa OBIBAIOT BeChbMa IMeYajdbHbIMU. Tak, Hampumep, B KOHIIC
Mapta 2021 roma 3JIOYMBINUICHHUK TIO3BOHMII depe3 Viber 66-yeTHEl
XKUTENbHUIE boprcoBa U npeacTaBUiICs COTPYIHUKOM CITy>KObI 0€30MacHOCTH



O0anka. OH cooOuMiI, 4TO B LEISAX IPECEUCHUS XHUUIEHUS € OaHKOBCKOM
TUTaTeKHOW KAapTOUKH S>KEHIIMHE HEOOXOJWMO YCTAaHOBHUTH OIPEICICHHOE
NPUIIOKEHUE YJTAJICHHOTO JOCTYIa, COOOIIUTh KOJABI KapThl W MPHUCIATh
CKPUHILOTBl M3 MOOWIBHOTO OaHKMHra, 4ro oHa u czaenana. llo3sxe,
3aIl0/103pUB HENaHOe, IEHCHOHEpKa Moluia B 0aHK M OOHapyXKuia, 4To ¢ ee
KapT-cyeTa [IpOIaJIo [IOYTHU 40 THICSY pyOnei.

4. CpoOoaHbIii nocTyn K 0aHKOBCKOW kaprte. He Bcernga juisi XMILEHUS C
OAHKOBCKMX CYETOB HCIIOJIB3YIOTCS XUTpble cXeMbl. B psane ciydaes
OPUYUHAMHM HTOTO CTAHOBATCA yTepsd OAHKOBCKHX KapT, OCTaBICHUE WX B
JIETKOJIOCTYITHOM MECTE, II€pelada NHBIM JIMLAM ISl OCYIIECTBICHUS Pa30BbIX
wiarexeil. Ilpm >TOM yBeanumBaeT pHUCK oOcTaTtbesd 0e3 3apabOTaHHBIX
NEHEeXHBIX cpeAacTB xpaHeHue PIN-konma psamom ¢ kaproil (Hampumep,
3alMCAHHBIM HAa OyMa)KKe B KOUIEJIbKE WJIM HEMOCPEACTBEHHO Ha 0aHKOBCKOMN
kapte). Pa3sHOBUMAHOCTBIO MOJOOHOIO JIETKOMBICIHS SIBJISIETCS XpaHEHUE
doTonzo0pakeHnil 0AaHKOBCKUX KapT WM IUIATEKHBIX PEKBU3UTOB B MaMSTH
MOOMJIBHOIO TeI€(POHA, B IOYTOBOM aKKayHTE WM JUCTAHLMOHHOM 00JaYHOM
xpaHwunie. IIpy HECaHKIMOHMPOBAaHHOM JOCTYIE K TAaKOMY XPaHWJIMILY
OPECTYIHUK MOTy4aeT U OeCHpensTCTBEHHBIM JOCTyn K OaHKOBCKOMY CYETY
€r0 BJIaJeIIbLA.

IMokynka ¢ npenomiaroii. HanbGonee mpuMUTHUBHOM, HO OT 9TOTO HE MEHEe
paboraroniei popMoii HHTEPHET-MOILIEHHUYECTBA SIBJISIETCSI pa3MeEIleHUE
NPEeCTyTHUKAMHU Ha BUPTYAIbHBIX TOCKaX OOBSBICHUN, TEMATUYECKUX CalTaX,
B COIIMAJIbHBIX CETSX, IPyIIax HHTEPHET-MECCEHKEPOB OOBSIBICHHUI O
IpoJaxe KaKuX-I100 TOBapoB Mo «OpocoBbIM» 1ieHaM. OIHAKO TSt
NOJIy4eHHs ToBapa (SIKOOBI MOCPENCTBOM IMOYTOBOM MEPECHUTKH UITU CITYKOBI
JIOCTAaBKHU) TpeOyeTCs IepeuncaeHre IpeIoIuIaThl WK 3aaTKa Ha YKa3aHHbIE
«IpoAaBLIOM» OAHKOBCKYIO KapTy WJIM AJIEKTPOHHBIN Komenek. [IpaBna, nocie
NEPEUNCIIECHUS 0°KMIaeMbIi TOBAp TaK M HE MOCTYNAET, a «IPOJaBeL»
NIEPECTAET BHIXOJIUTH HA CBSI3b.

HlanTax. B HEKOTOPHIX Cly4asx 3J0yMBIIUICHHUKH MOTYT YIPOXKaTh
pasrialieHueM pPa3INYHbIX KOMIIPOMETHPYIOIIMX CBEIEHUH C  IENbI0
BbIMOTrareiabcTBa. K mpumepy, MOJydMB HECAHKIIMOHUPOBAHHBIM JTOCTYI K
UHTEpHET-pecypcaM  (CTpaHMIIaM B  COI[MAIBHBIX  CETSX, MEpPEernucKe
AJIEKTPOHHBIX IIOYTOBBIX SIIIMKOB M OOJIAYHBIM aKKayHTaM) U 3aBJAJEB
U300pKEHUSMHM, HE NpPEeIHA3HAYEHHBIMH I IMYyOJIMYHOIO IPOCMOTPA,
NPECTyMHUKH BCTYNAlOT B TEPENUCKY C TMOTEpIEBIIUMH, TpeOys pas3Hble



JIEHE)KHBIE CYMMBI M YIpO’Kas B Cllydae OTKa3a paclpOCTPaHUTbh UX B CETH
HNuTepHeT.

WNHble MoueHHMYeCTBAa. Takke MOXKHO BBIIEIUTH €II€ HECKOJIBKO THUIIOB
MOLICHHUYECTBA, KOTOPbIE B HEJABHEM IPOLIJIOM YacTO  YCIELIHO
VICII0JIB30BAJIUCH Ha TEPPUTOPUHU PecryOnnku bemapycs:

" [pOChOBI MOMOJHUTH CUET OMNPEAEICHHOr0 HOMEpa MOOWIBHOrO TenedoHa
WU TIJIaTeKHOM KapThl B Bujae «Mawma, nomnoiHu cueT Ha 20 pyouneit. Mue
HE Mepe3BaHUBal — MO3XKe Nepe3BoHI0. HykHO cpouHO!»;

" 3BOHOK C HOMEpa Jpyra Wid pOJCTBEHHHUKA, B KOTOPOM COOECETHUK
YTBEPXKJIaeT, YTO OH COTPYJHUK IMPABOOXPAHUTEIBHBIX OPraHoB, MPOCHUT
BO3HArpaxJieHue, ooeias npeIoTBPaTUTh BO30YyKI€HUE YTOJIOBHOTO Jieja B
OTHOILIEHUH OJIHU3KOTO YEJIOBEKA,

" Korja MOIICHHHK 3BOHHUT W Cpa3y OTMEHSIET BBI30B, IMEPE3BOHUB Ha
O0TOOpa3uBIINICA HOMEP, A0OHEHT CJIBIIIUT aBTOOTBETYUK WJIU TYAKU, B 3TO
BpeMsl CO cueTa €ro MOOUJILHOTO TesnedoHa CIUCHIBAIOTCS JACHBIM, TaK Kak
BBI30B COBEPIIIAETCS C IPUMEHEHUEM Iepeajipecaliii Ha MIaTHRIM HOMED;

" gorma mnpuxoguT SMS-cooOlieHHe O HEKOEM BBIMTPBINIE, TOCIe Yero
aOOHEHTy TMpejIaraloT OTIPABUTh IUJIATHOE COOOIIEHHE B OTBET WJIHU
OTMPABUTh HEOOJBIIYI0O CyMMYy Ha OaHKOBCKYIO KapTy JIs TOJy4YeHUS
«BBIUTPHIIIAY;

" korga npuxoaut SMS-cooOlieHue ¢ TUIEPCChUIKOM, MPOMAsS MO KOTOpOi
M0JIb30BATEJb 3aITyCKaeT MPOLIeCC CKauuBaHUs BUPYCa;

" KOrJla MOCTYyHaeT 3BOHOK OT «IPEJCTABUTENS COTOBOTO OIEpaTopay, BO
BpEMsI KOTOPOTO 3JI0YMBIIIEHHUKH MpejIaraloT nepepeructpupoBats SIM-
KapTy, IIPY 3TOM IOJb30BaTEIb BBOJUT CIEIIUATbHBIN KOJ WJIH OTIPABIISIET
SMS-coobmienue, mociie 4ero ¢ OangaHca ero MoOwmIbHOro Tenedona
CITMCBIBAIOTCS JICHBT U,

*  Kkorja npuxoaut SMS-coo0IieHue Uiy MocTyInaeT 3BOHOK, B X0JI€ KOTOPOTo
cooOIaercs, 4yTo aOOHEHT HE OoIulaTWi ITpad, MOciie ATOT0 YEIOBEKY
nmpeajiaraeTcsi MPOM3BECTH €ro  OIJlaTy, TMEepeuyuciuB JCHbI'M Ha
«CTICTIMATIbHBINY» PACYETHBIN CUET WM MOTMOJHUB OAHKOBCKUM CUET;

* xorma npuxoautT SMS-coobmenue ¢ nHGOpMaIMe O TOM, YTO TJIaTeKHAsA
KapTa 3a0JOKHUpOBaHA, W YKa3bIBA€TCSI HOMEp, MO KOTOPOMY MOKHO
MOJIYYUTh CIPaBKYy WJIM MOMOIIb; MOCE 3BOHKA Y aOOHEHTa 3amlpalinuBaloT
PIN-kon, CVV-kon (Tpex3HauHbIM KOJ Ha OOpaTHOM CTOpPOHE KapThl),
HOMEpP KapThl W Jpyrue JaHHbIC, HEOOXOIUMBIE JUIsl CHATUS JCHET C
OAHKOBCKOI'O CUETa.



Kak He cTaTh sKepTBOM KHOEepNpeCcTYIJIeHUs ?

1. Hukorga, HUKOMYy M HHM MpU KakuX OOCTOSITENIbCTBAX HE COOOIIATH
PEKBU3UTHI CBOMX OAHKOBCKMX CUETOB M OAaHKOBCKMX KapT, B TOM YHCIIE
JULaM, MIPEACTABUBIINMCS COTpYAHUKAMU OaHka WIH
MPaBOOXPAHUTENIbHBIX ~ OpPraHOB  MPU  OTCYTCTBUM  BO3MO>KHOCTH
JOCTOBEPHO YOEAUTHCSA, UTO 3THU JIFOAU T€, 3a KOTO ce0s BbIIAIOT.

B cmydae mocTymieHHS 3BOHKA OT «COTpPYIHWKAa OaHKa» HE0OXOIUMO
YTOUHUTH €ro (aMuIuio, HOMEp TesiedoHa, MOCie Yero 3aBepUIuTh Pa3roBOp U
caMUM I03BOHUTH B OaHK. HeoOxoaMMo npuHUMaTh BO BHUMaHUE, YTO PEATbHOMY
COTpYIHHMKY OaHKa W3BECTHa clienytomas uHbopmarus: (Gamunms aepxaTes
KapThl, MACTIOPTHBIC JAHHBIC, KaKKe KapThl 0()OPMIICHBI, OCTATOK Ha CUETE.

He cnenyer cooOmate B TeneOHHBIX pa3roBopax (Aaxke COTPYIHUKY OaHKa),
a TaKXe MOCPEJICTBOM OOIIEHUS B COIMANBHBIX CETSX IMOJIHBI HOMEp KapTOUKH,
cpok ee npeictBus, kog CVC/CVV (Haxopsmuecss Ha oOpaTHOM CTOPOHE KapThl),
JOTUH W TMapojib K HMHTEPHET-OAHKUHTY, MACIOPTHBIC IaHHBIE, KOJOBOE CIIOBO
(mudpoBoit ko) 3 SMS-coobIIeHUA.

B cnydae ecnu «coTpyAHHK OaHKa» B Pa3roBOpe COOOIIAET, UTO C KaPTOUKOIM
MIPOUCXOIAT HECAHKITMOHUPOBAHHBIC TPAH3AKIIMK, HEOOXOIUMO OTBEUYATh, YTO BHI
npujeTe B OaHK JIMYHO, BEJIb BCE MOI0OHBIE BOMPOCH! HY>KHO pellaTh B OTACICHUN
OaHka, a HE 1o Tenedony.

Buumanme! [loMHHTE, YTO COTPYIHHKM OAHKOBCKUX YUYPEXKICHUH HHUKOTJa HE
UCIIOJIB3YIOT JJIsI CBSI3M C KIMeHToM MecceHkephl (Viber, Telegram, WhatsApp).

2. Jlmst  OCyIIeCTBIICHWS OHJIAWH-TIIATE)XKEH HE0OXOAMMO HCIOJIb30BATh
TOJIBKO HAJC)KHBIC IUIATEKHBIE CEPBUCHI, O00S3aTEILHO MPOBEPST
JOMEHHOE UMsI pecypca B aJIpeCHOM CTpoke Opay3zepa.

3. He cnenyer xpanuth OaHKOBCKHE KapThbl, UX (hoTOrpaduu U peKBU3HUTHI B
MeCTax, KOTOpbIE MOTYT OBITH JIOCTYIHBI IMOCTOPOHHUM JIUIAM; 9TO XK€
OoTHOCUTCA K  QororpadusMm ©  WHBIM  BuUIaM  HHGOPMAIHH
KOH(UJIEHIIUAIBHOTO XapaKTepa.

4. CnemyeT BO3JEPKHUBATHCS OT  OCYIIECTBICHUS  OHJIANWH-IIATEkKEH,
CBSI3aHHBIX C TMPENOIIATOM M MEePEeUMCICHUEM 3aJaTKOB 3a TOBaphl U
ycayru, OJIarOTBOPUTENBHOM W CIHOHCOPCKON TMOMOIIM B  MOJB3Y
opraHu3anuii U GU3NIECKUX JUI] IPU OTCYTCTBUU IOCTOBEPHBIX JTAHHBIX O
TOM, YTO Ha3BaHHBIE CYOBEKTHI SIBJISIOTCSI TEMH, 32 KOT'O ceOsl BBIIAOT.



5. He crout mnepeuncnsaTh NEHEKHBIE CPEACTBA HA cCUETa DJIEKTPOHHBIX
KOIIIEIBKOB, KapT-cueTa O0AaHKOBCKMX IUIATEKHBIX KapTouek, cueta SIM-
KapT 1o npockOe noap3oBareneit cetu uTepHer.

6. Ins moctyna K cucTeMaM JUCTaHIIMOHHOTO OAHKOBCKOTO OOCITY>KHMBAaHMS
(uHTEepHET-0aHKWUHT, MOOWJIBbHBIA OaHKUHT), 3JEKTPOHHBIM MOYTOBBIM
AMAKaM, aKKayHTaM COITMAIBHBIX CETe M WHBIM pecypcaM HeoOXO0IUMO
WCIIONIb30BaTh CJIOKHBIE TIAPOJIM, HWCKIIOYAIONINEe BO3MOXKHOCTh UX
noa0opa. CTOUT BO3JAEPKATHCS OT CIAEAYIOUIMX MAapOoJIei: AT pOXKACHHUS,
UMeEH, (DaMIIIAH, T. €. TeX, KOTOPBIE JIETKO BBIYUCIUTH U3 OOIIETOCTYITHBIX
HUCTOYHUKOB HH(pOpMaINK (HAIIPUMED, COITUATBHBIX CETEH ).

7. Ilpu cocTaBieHUM IUIATEKHBIX TOKYMEHTOB BaXKHO MPOBEPSTH TUIATEKHbIE
PEKBU3UTHI MOJTyYaTeNsl ICHEKHBIX CPEJICTB.

8. Ilpu mocTyIIeHUH B CONUATBLHBIX CETAX COOOIICHUHN OT JIUII, COCTOSAIINX B
kareropun «Jlpy3es», ¢ mpockdaMu O TMPETOCTABICHUH PEKBU3UTOB
O0aHKOBCKHMX IUTATE)KHBIX KApTOYEK HE CIEAYeT OTBEYAaTh Ha IOJOOHBIC
COOOIIeHMs, HEOOXOIMMO CBA3aThCA C JaHHBIMM TOJIb30BATENIIMU
HAIPSIMYIO TTOCPEJICTBOM MHBIX CPEJICTB CBSI3U.

9. llpu oOHapykeHuu (QakTa B3JIOMa aKKAyHTOB COIIMAIBHBIX CeTeH
HEOOXOJAMMO HE3aMEIJIUTENIbHO BOCCTAaHABIMBATH K HHUM JOCTYI C
MOMOIIBI0  CIYXObl ~ MOAJNEPKKH JHOO OJOKHpOBaTh, a TaK¥ke
peaynpexaaTh 00 3ToM (akTe Jull, C KOTOPHIMHU OOIIATUCH TOCPEICTBOM
JTAHHBIX COIMAIBHBIX CETCH.

10. Henb3ga OTKpbIBaTh (ailsibl, MOCTYyNAIOIIME C HE3HAKOMBIX aJI[PECOB
AJIEKTPOHHOM TOYTHl M AKKAyHTOB MECCEHDKEPOB, NEPEXOAUTH IO
CCBUIKAM B COOOIIIEHMSIX O MPU3aX U BHIUTPHIIIAX.

11.Heo06xoauMoO HCIIOIB30BaTh JMIIEH3UOHHOE MPOrPaMMHOE OOECIICUCHHE,
PETYJSIPHO OOHOBJISITH NPOTPAMMHOE OOECIECYCHHE M ONEePAUOHHYIO
CHUCTEMY, YCTaHOBUTH AaHTHBUPYCHYIO TIPOrpaMMy HE TOJbKO Ha
MEPCOHAJILHBIN KOMITBIOTEp, HO W CMapT(HOH, TUIAHIIET, W PETYJISPHO
OOHOBJISITH €€.

12. Cnenyer O03HAaKOMHUTh C TEPEYUCICHHBIMU  MPaBUIAMHU
0e30MacHOCTH CBOUX POJICTBEHHMKOB M 3HAKOMBIX, KOTOPbIE B CHITY
BO3pacTa WM HEJOCTATOYHOTO YpOBHS (PMHAHCOBON I'PaMOTHOCTH MOTYT
OBbITh  OCOOCHHO  YSI3BUMBI  JIJIi  JIEUCTBUA  KUOEPIPECTYITHUKOB.
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